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Introduction

In the first wave of Internet e-commerce, a number of brick-and-mortar companies were “ Amazoned” by
nimble, “dot com” upstarts. How are they responding? By creating breakaway business strategies that
utilize the Internet to build better customer relationships, and more effective one-to-one marketing

platforms.

One of these strategiesis to transition the technical support function to become a more strategic point for
customer relationship management and, in the process, turn it from a cost center into arevenue producer.
This represents amajor shift in thinking from the traditional role of the sales department as the customer’s
primary point of contact, and the department most responsible for managing and maintaining customer
relationships.

The shift to doing business over the Web is making the post-purchase customer experience more important
than ever. Technical Support professionals, who have long been the primary post-purchase customer
interfaces, are becoming increasingly strategic in nature. Thisis because they bear a growing responsibility

for ensuring long-term satisfaction and ongoing revenue flow from the customer base.

Support professionals are also in aposition to learn and record unprecedented levels of detailed information
about customers; specifically, how they view and use the organization’ s products and services. This, in
turn, allows the organization to tailor customized services and products to individual customer needs, and

presents support professionals with awide array of sales opportunities.

eSupport isan integral part of this strategy, in that it allows companies of all sizesto provide extremely
fast, consistently effective technical support experiencesto their customers. Support becomes a positive
process, instead of the long-standing and commonly held perception of contacting technical support as
something to avoid whenever possible. Most importantly, eSupport allows support professionalsto utilize
these improved service levels and positive customer interactions as val uabl e opportunities to enhance

relationships and, ultimately, to make cross-sell and up-sell recommendations.

IDC projects that the eSupport market will grow at an annual rate of 49 percent, to an estimated $14.23
billion on the year 2003.



Traditional technical support

The current strategies of providing technical support are expensive, inefficient, and ineffective. Usersare
forced to search through hundreds of pages of help text to find a solution. When they make acall to a
technical support organization, it istypically avery inefficient process of user identification, entitlement,

investigation, diagnosis, issue tracking, trouble ticket documentation, and escalation.

Also, because systems are so complex, gathering and analyzing information requires alarge number of
manual operations, including extensive question-and -answer sessions and analyst dataentry. Worse,

telephone-based support rarely resolves technical support issuesin atimely manner.

Diagnosisis often inaccurate, ineffective, and arbitrary and often leads to escalation, down-time, and even
re-imaging. Support analysts are forced to make desk-side visits to fix problems, which is very expensive,
or to spend inordinate amounts of time on the phone trying to resolve problems. Email-based support has

also been ineffective, since users usually need instant support for problems when they occur.

Additionally, technical support problems are growing in volume and complexity. For end-user technical
support, the mgjority of problemstoday are software and network-related, and fall into three categories:
Break-Fix — these are problems resulting from software (both OS functions and applications) crashes
or failure to operate properly. These problems are the most expensive to resolve, as they require a great
deal of system diagnosis and investigation, usually generate require escalation to Level 2 support
analysts, and result in expensive desk visits.
System Change — these are problems where the user requires a system change. Examplesinclude
installing new software and changing printer and email settings or resetting passwords. These are also
complicated to diagnose and lead to expensive resol ution.
“How-To” Questions— these are user requests for outside assistance in accomplishing tasks. They are

resolved by self-help and Level 1 support analyst assistance.

What iseSupport?

eSupport solutions use the Internet to deliver technical support to any client, anywhere, at any time.
eSupport offersthe potential to enable all support providers—IT aswell asvendors of hardware, software
and network services—to dramatically reduce their help desk burdens whileincreasing service levels.
eSupport solutions enable machines to self-heal, end-usersto utilize technology to fix problems through
real-time, personalized self-service, and help desks to provide remote service through effective diagnosis

and repair.



This capability is so important, technology analysts at The Hurwitz Group believe companies that don’t put
an effective eSupport solution into place during the next two years will face a significant disadvantagein
the market.

eSupport automates the support process, whether it be for an internal help desk or external call center. It
provides an end-to-end support solution by integrating all elementsinvolved in support, including user
identification, entitlement checking,. problem identification, problem management, and problem resolution.
It also speeds problem resolution by eliminating existing support inefficienciesin data gathering, analysis,

communications, information sharing, and processes.

The 10 Rules of eSupport

Because eSupport is an emerging category, definitions of what makes up a complete solution vary widely.
However, there are anumber of critical requirements that make up a comprehensive eSupport
infrastructure. These should be treated as checklist requirements when evaluating a potential eSupport

product, service, or vendor.

These “10 Rules’ of eSupport are broken down into three categories: automated devel opment of support

solutions, automated support delivery, and complete support infrastructure. A successful eSupport solution:

Minimizesthe development of support content
Solves any problem

Enablesa support community

Automatesall eSupport tasks
Supportstransactions

Can be personalized

Isbuilt from ground up to operate on the Inter net.
Providesa high level of security

I sscalable and robust
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10. Isextensible

Automated Development of Support Solutions

Much attention has been paid to solutions that automate support activities, yet little attention has been paid
to the development effort that is required to make them effective. An eSupport solution starts by

automating the development of the solution itself, which reduces the cost of creating support solutions. No
manual processes should be required in order to create and maintain the automated sol ution¥ this manual
set-up approach contains hidden costs that many organizations are not aware of. Among other problems,



solutions that require manual development of support solutions simply won’t scale. A fully automated

eSupport solution contains the following attributes:

1. It minimizesthe development of support content. No lengthy development cycles are required to
create and implement an eSupport system, and there must be no significant, ongoing maintenance
cycles. Because system configurations are constantly changing, only an automated support solution can
effectively keep up with their dynamic nature. Another consideration is the one-of-a-kind nature of

each user’ s system, and the eSupport solution’s ability to automatically support this uniqueness.

In order to minimize development of support content, an eSupport solution must:

Sdf-learn and self-configure. By self-learning, the system must generate its own support “content”

by being able to automatically crawl users systems to determine the exact fingerprint of each and
every system it supports. This real-time monitoring of each and every system ensures that support
actionstaken on a user’s behalf are based on the uniqueness of the system currently being
supported.

Minimize scripting. The Achilles Heel of traditional support systemsisthat they require

significant amounts of scripting and knowledge development. All solutions should be flexible to
allow scripting on an exception basis only, and not rely on scripting for the mgjority of support
content development. Relying on scripting as the main means of creating support solutions will

result in significant costs in maintaining the scripts.

2. It solvesany problem. The solution needsto provide a broad framework to solve any type of problem,
for any user, for all hardware configurations, and all software configurations. Specifically, the system
must address:

All problem types. Including break/fix, how-to, acceptable change, password reset,
move/add/change, hardware configuration, software configuration, etc. Support organizations deal
with avariety of problems, and a comprehensive eSupport solution must be capable of dealing
with the complete range. Some problems, like break/fix, are very difficult and time-consuming to
diagnose and fix. In order for support analyststo realize cost and time savings, an eSupport
solution hasto be especially effectivein dealing with this class of problems, including problems
that cannot be anticipated.

All software. The solution must support all software implicitly and without “scripting” style
content creation. Software types include operating systems and applications (home grown or off
the shelf), PC-based or server software, three-tier applications, Web applications, and thin or fat
client applications. Moreover, this software is changing all the time, due to customization and

configuration to better match changing business needs. Software change is also caused by



upgrades, patches, and new versions. Anideal eSupport solution must be able to handle the widest
variety of software, as well as the dynamic nature of change.

All systems. Ascompanies start to use avariety of devices to provide mission-critical

applications, the eSupport solution should be capable of supporting all kinds of devices and
systems, including PC’s, notebooks, servers, and computing appliances such as PDAS, cell

phones, and pagers.

3. It enablesasupport community. This support commu nity must be automatic and integrated into a
support development environment. Inherent in the development of acommunity are:

An open market. The eSupport solution must allow any support provider to provide support to any
user. Expensive support infrastructure will no longer be abarrier to entry. Further, users and
support providers must be able to find each other dynamically, even when there is no pre-existing
relationship. When the inefficiencies associated with connecting end users to the appropriate
support resource are eliminated, everyone involved in providing support and receiving support
benefits. End users benefit by being able to receive high quality support from any support vendor
of their choice, and service providers benefit by new access to previously unreachable markets.

Community attributes. The ability to create support groups dynamically must be built in asa core

part of the foundation. With these community attributes a user, for example, could create a support

group that provides support specifically to agroup of friends or family.



Automated Support Delivery

Once the eSupport system is developed, it must automate the delivery of support itself, including all types
of support and support transactions, as well as personalization of the delivery. A comprehensive eSupport

solution:

4. Automatesall eSupport tasks, including:
Proactive support. Thisis defined as preventing problems from occurring in the first place, by
utilizing self-repairing technology to identify and repair problemson a system before they impact
an end user. Thisisaccomplished in two ways. First, by self-healing software on auser’s system
that detects and fixes problems even before the user notices them. Second, mass diagnosis and
repair that allows support professionalsto probe a number of systems simultaneously for specific
problems and fix them.

Active self-service capabilities that rapidly solve user problems and questions, and support a

user’ s request without the involvement of a support professional or a network connection.
In-context, assisted service by support professionals. Users receive help from support analysts
who have powerful tools that allow them to remotely diagnose and fix problems on the user’s
system. The support analyst should have the ability to view the user’ s system and run commands
on it remotely, so that the user is not burdened with running diagnostic commands and relaying
information to the support analyst. The support analyst should also have the ability to change the
configuration of several systems simultaneously, in order to fix problems proactively in alarge
environment.

Solve any problem, including how-to, break/fix, acceptable change, and system configuration

guestionsfor all hardware and software.

Automate diagnosis. The solution should be able to perform root cause analysis on the user’'s

guestion and automatically collect all datato accurately diagnose the problem. Moreover,

diagnosisincorporates the unique configuration of the affected system.

5. Supports Transactions. eSupport must be delivered to users on a per-transaction basis; that is, each
step of the support process must be treated as a unique and distinct event. Key attributes of support
transactionsinclude:

Entitlement and process flow for the transaction. The system must ensure that the end user is

entitled to receive support by automatically collecting entitlement information and integrating that

confirmation into the problem management or call tracking system.



Asynchronous and synchronous communication must be enabled between end users and support

professionals. The system should enable usersto receive support in real time when they aren’t able
to diagnose and fix the problem themselves. When they attempt to connect to live support they
should be connected to an on-line support analyst in real time, and the context of their problem
should be automatically relayed to the support operator. The user should also have an option of
conducting the support transaction when they are off-line.

Transactional integrity must be ensured. A support transaction must be completed in whole or not

done at all%in other words, a user must not have a“partial fix” done to their system that may
ultimately leave the system in an unstabl e state. Because of this requirement, and because several
system events can occur during a support transaction, it is critical that arollback featureis
available. Critical to transactional integrity isthe ability to “undo” afix and return a user to their
previous state to ensure the eSupport system can never make a user’ s situation worse off than
before they initiated the support process. Since achange introduced to the user’ s system can never
be guaranteed to not affect other parts of the system adversely, it isvery critical that eSupport
solutions have the ability to undo a change. This also givesthe user a greater degree of control
over the whole support process.

Queuing. Because transactions can span multiple support personnel, the eSupport solution must
provide the ability to queue support requests into the appropriate support professional. Support
analysts should be automatically notified when users are queued up and waiting for support, and
should be able to view the amount of time each user has waited in the queue. The support analyst
should also be able to view the queue, pick any user, and communicate estimated wait time to the

users remaining in the queue.

6. Can be Personalized. The delivery of support must be personalized for each and every system or end
user supported. Thisincludes:

Discovery and display. A support system, such as a support portal, must be configured so that each

user’s system attributes are automatically captured, providing the support organization or end user
with apersonalized view of the content that takes into account the user’ s unique software,
hardware, and personalized datainformation. This helps users find solutions to their problems

much faster.

Problem resolution must be granular enough to take into account the very detailed uniqueness of

any end user’ s system. For example, details of a user’s unique configuration settings for an
Internet browser should be factored into the equation while diagnosing browser problems. Very
often thisisthe most important data that the user cares about when an application crashes and
needs to be restored.



Complete Support Infrastructure

The foundation of an eSupport solution is critical to guarantee that the system is capable of effectively
delivering support, and to ensure the system can grow to meet changing requirements over time. A

complete eSupport infrastructure:

7. IsBuilt from the Ground Up to Operate on the I nternet. Thisincludes:
Internet standards. The architecture must be able to scale with the growing capacity of the Internet,
and be based on industry standards such as SSL, HTTP, LDAP, XML, and HTML.

Dynamic discovery of systems. The most often overlooked component of Internet support is being

ableto discover systems dynamically and connect them to each other. Very often companies use
unresolvable | P addresses for a number of systems, an environment that makesit very difficult for
any user to be connected to any support analyst over the Internet, since some of the systems can’t
be discovered dynamically. In order to overcome this barrier, an eSupport solution needs an

effective system identification mechanism.

8. ProvidesaHigh Level of Security. Ensuring secure support transactions over the Internet is not
optional with eSupport¥zit’s a must-have item. Secure systemsinclude, at a minimum, the following:

Encrypted conmunication, which guarantees that communication cannot be intercepted by

unapproved parties. Thiswill prevent a number of common security breaches and protect end-
user’sprivacy.

Secure firewall access. Communication between and end users and support professionals cannot

compromise corporate security. Support communication must be made through specific known
ports approved by Internet standards body. Good eSupport solutions should also be able to work
around the different firewall configurations that are often used, which selectively prevent
incoming and outgoing traffic.

Protection of the user’s system and data: Users should have the ability to approve all support

transactions being performed on their system by support analysts. Users should be able to review

the transaction being performed and either approveit or deny it.

9. IsScalableand Robust. Scalability and robustness are key factorsin being able to deliver a solution
to tens of thousands or even millions of users over the Internet.
Scalahility. The system must be minimally intrusive on each system supported. It must minimize
size requirements so that the client’ s resources aren’t consumed by the support software running

on the user’ s machine. The architecture must be built to quickly and easily deploy to thousands of



users, and not have size or limit constraints that prevent exponential growth in the number of
systems or users supported.

Robust. In order to be robust, the solution requires the system and infrastructure itself be stable
and of high quality, with no memory leaks, and optimized to meet the minimalist size
requirements for Web distribution and support. The support solution should have minimal system
dependencies, so that the solution is operational even when some system components aren’t
functioning properly. For example, an eSupport solution should eliminate dependencies on
additional subsystems such as network connectivity, email, Java virtual machines, the browser,
third party DLLs, and database systems, because one of the most commo n support problems
encountered isthat users aren’t able to connect to the network or the Internet. If the eSupport
solution has a dependency on the network, then the user will not be able to receive support. Hence
it isvery important that eSupport solutions have minimal dependency on system resources like

network connectivity and email.

10. IsExtensible. The solution must be extensible. Extensibility includes:

Integration into the support environment. The solution must be extensible to allow the deep

integration of support products and processes into the eSupport framework, including call

tracking, call management, entitlement, knowledge management, knowledge bases, event
monitoring, help desk, and call center products.

Customization. Every company has some unique needs because of their unigue environment and
configuration strategy, and an eSupport sol ution should enable companies to build automated
solutions that solve their unique problems. These automated solutions should be available to users
and they should be able to simply click on them to activate the required fix. To that end, at the

core foundation level the eSupport solution developer must be able to customize the solution to
meet their needs. Thisincludes the ability to change the look and feel of the overall environment,

to change branding elements, and to easily integrate customdevel oped content.

Conclusion

In order to stay competitive in their market segment, businesses should plan to implement an eSupport
solution in the next two years. This strategy will help them to learn more about their customers, create
positive support experiences and perceptions, and will allow them to build long-lasting, effective customer
relationships. In the process, support analysts¥ particularly those involved in e-business¥a will replace the

sales department asthe new “front ling” for customer interactions.

Ultimately, eSupport will create new opportunities for up-selling and cross-selling on the part of support

analysts, turning support from a cost center into arevenue generator.



Inthislight, itiscrucia to implement an eSupport solution that closely follows the 10 rules of eSupport,
which appear in the checklist below. Good eSupport solutions should automate support devel opment,
automate support delivery and should provide a complete support infrastructure. Otherwise, an incomplete,
ineffective solution may be implemented, resulting in amajor financial investment that ultimately won’t

deliver areturn.

eSupport Solution Criteria: An Evaluation Checklist

Doesthe solution minimize the development of support content?
Isit self-learning and self-configuring?

Doesit minimize scripting?

Doesthe solution solve any problem?
Doesit solve all problem types?
Doesit support all software?

Doesit support al systems?

Doesthe solution enable a support community?
Doesit enable an open market?

Doesit support community attributes?

Doesthe solution automate all eSupport tasks? Doesit provide:
Proactive support?
Active self-service?
In-context, assisted service by support professional s?
Solutions for any problem?

Automated diagnosis?

Isthe solution transactional ? Doesit ensure:
Entitlement and process flow for the transaction?
Asynchronous and synchronous communication?
Transactional integrity?
Undo of support transactions?

Queuing?



Doesthe solution support personalization?
Doesit discovery and display a personalized view?

I's the problem resolution granular?

Isthe solution built from ground up to work on the I nter net?
Isit based on Internet standards?

Can it dynamically discover systems on the Internet?

Doesthe solution provide a high-level of security?
Doesit support encrypted communication?
Doesit provide secure firewall access?
Doesit protect auser’s system and data?
Isit scalable?

Isit robust?

Isthe solution extensible?
Doesit integrate well into the existing support environment?

Doesit allow customization to match your unique needs?



